The vulnerable air interface, device level constraints, and insecure encryption techniques of wireless networks have naturally increased the chance of attacker obtaining users information fraudulently. Most of the existing authentication systems for mobile communication principally depends on the strength of authenticating identifiers. Once the client who may be genuine or an attacker, successfully proves the possession of the identifiers the system accepts all the transactions of a session under single risk level, which is the most important point ofvulnerability. We propose a novel Transaction Based Authentication Scheme(TBAS) for mobile communication using cognitive agents. The proposed approach intensifies the procedure of authentication by deploying authentication scheme based on the transaction sensitivity and client's transaction time behaviors. The TBAS provides effective authentication solution, by relieving the conventional authentication systems, from being dependent on only the strength of authentication identifiers. Additionally the transaction time behavior analysis by cognitive agents provides rational approach towards establishing the legitimacy or illegitimacy ofthe mobile client. The method has been simulated with different applications over in-house established wired and wireless networks. The Agent Factoryframework is usedfor cognitive agents generation and communication. The simulation results are quite encouraging.
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Introduction
The mobile communication and services over emerging wireless technologies provides anyone, anytime and anywhere access. The increased importance in mobile telecom-1-4244-0910-1/07/$20.00 (©)2007 IEEE. munication and dominance of data communication promoted large segment ofusers to accept the mobile data communication as a part of their day-to-day activities.
However, the wireless medium has certain limitations over the wired medium such as open access, bandwidth limitations, complex system functioning, power confinement, and relatively unreliable network connectivity. These limitations make it difficult although possible to provide security features such as authentication, integrity and confidentiality. The wireless networks and the current generation of 3G networks have a packet switched core which is connected to external networks such as the Internet [4] ; making it vulnerable to new types of attacks such as denial of service, viruses, worms, channel jamming, unauthorized access, eavesdropping, message forgery, message reply, manin-the-middle attack, session hijacking, etc., that have been used against the Internet. Out of many security issues of mobile communication, this paper is focused on designing effective, dynamic and intelligent decision based authentication technique for mobile communication with respect to the transactions of the communicating parties.
Authentication
The primary aim of an authentication protocol is "verifying the linkage between an identifier(usually claimed by the individual, but sometimes observed) and the individual [6] ." The introduction of many value added services in mobile world, has triggered exorbitant growth of mobile users population, many of these services demands for stringent authentication mechanism to ensure the right people are using the network and services. The authentication techniques are mainly classified into three categories [9] : Application level authentication, device level authentication and network level authentication.
The user centered design and human psychology, are the critical considerations while designing effective authentication and privacy schemes [6] . The human strengths and limits will become bottleneck for the complexity of the authentication systems. Bruce Schneier, a renowned cryptographer, have opinioned that, analyzing transactions during communication, will make the existing two-factor authentication schemes more robust, instead of only focusing on designing the strong identifiers. The approach of making authentication identities less useful, looks promising for mobile communication security because of many limitations of the wireless networks. The mobile transaction authentication is considered as one of the possible trend of mobile services [3] , which enables a strong authentication at a transaction level based on the sensitivity of transaction, during the real time execution of mobile services.
respective client, when a client needs to be authenticated, the MCA generates beliefs over client transactions by observing various transaction time behaviors. The SCA is used to dynamically generate authentication requirements, based on the sensitivity of mobile transactions and the changing belief on a client. The SCA could be deployed at various service points, like base stations and distributed authentication servers in case of infrastructure based wireless networks and on the cluster head mobile nodes in case of infrastructure-less(i.e., cluster based mobile adhoc) wireless networks. The challenge/response protocol has been incorporated to counteract, some common attacks such as; transaction interruption, transaction modification and transaction fabrication.
Mobile transactions
The tasks performed by users in mobile environments are categorized into two types [1] : transactional tasks and information retrieval tasks. The transactional tasks updates database whereas information retrieval tasks are limited to browsing and searching activities. In the context of mobile computing, the mobile transactions(MTs) are, "transactions whose execution environments involve mobile affiliations. Any host in a mobile affiliation can initiate mobile transactions [8] ." The research community has proposed many models for MTs to name a few[1O], Clustering, Twotier replication, Pro-motion, Reporting, Semantics-based and Prewrite. These models generally classify the MTs into two categories; the fixed host transactions and mobile host transactions. In the context of this paper, we assume the fixed host transactions refers to authentication services with large databases and software systems usually available on base station or on the cluster head mobile nodes. The mobile host transactions works with tentative versions of the data using compact software placed either on the service provider infrastructure or on the mobile device itself. The mobile transactions have a range of activities like; searching; payments; personalized data service; educational; commerce; health care services; and so on. The security requirements for these activities differs from one to other, and with in an activity the security requirement varies from one transaction to another.
Proposed authentication scheme for mobile transactions
The TBAS uses two types of cognitive agents: Mobile Cognitive Agent(MCA) and Static Cognitive Agent(SCA), which are secured with respect to their construction and inter communication(the discussion on agents security is out of scope of this paper). The total authentication scheme is distributed into two logical parts; the MCA part and the SCA part. The SCA creates MCA and sends to 1.4 Organization of rest of the paper The rest of the paper is organized as follows, section 2 provides some related work on the topic, section 3 gives some of the definitions, terminologies and concepts used in the paper, section 4 discusses the categorization of transactions based on authentication levels, and functioning of proposed system, section 5 provides simulation results including identification of some attacks, and finally section 6 draws conclusions.
Related works
Chen [2] proposed, a new authentication scheme for accessing contents, services and applications in both mobile device and Internet. The services and applications are divided into four groups according to their importance: extremely confidential group, very confidential group, confidential group, and free accessible group. The authentication usage levels are used to access the items in the four groups; The scheme doesn't made any attempts to categorize transactions happening in a particular group, as a result of this transaction based attacks are still possible. Killoran [7] suggested, a secured financial transaction architecture for wireless networks. The proposed SWiFT system includes the following three key components: a consumer e-card, a bank server(or banking agent server), and a merchant terminal. This approach claims the security risk has been reduced due to the device must only establish one secure channel and the bank has centralized control of all network connections. The main limitation of the scheme is pre-formated architecture, lack offlexibility, and the attacks using the compromised e-cards are difficult to determine. In some cases the mobile SMS channel is used to transfer to the users nominated handset either; one time passwords to enable user logon, and transaction summary information and authorization codes to enable transaction authorization.
The serious limitation of this scheme is, this authentication solution works provided the user is within mobile service range and the handset supports SMS.
Definitions
In this section we define a various terminologies used in the paper, in the context of cognitive agent based authentication.
Behaviors
The behaviors refer to the actions or reactions of a client while formulating and executing transactions; e.g., repeated login attempts and suspicious use of forget password options are the common behaviors of service intruder. The identification of behavior is based on collection of various temporal and symptomatic parameters during the service usage, e.g., Time of transaction, Location, Network-ID, Device-ID, Type oftransaction, Duration oftransaction, Login attempts, Speed ofdata entry, etc. The Suspicion Factor(SF) for each behavior is formulated as a function on values of the corresponding parameters, which is given by; SFbehi(Pl behi P2behi p behi) (1) Where SFbehi is a function to generate suspicion factor for the behavior behi which is in the range 0 to 1, and the pj behi represents the corresponding parameters.
Observations
In the current context the observation is the summarization of various suspicion factors of the observed behaviors during transaction execution, e.g., the behaviors Taking a long time for entering transaction details, Making hurried entries, Repeated login failures, Improper time for transaction, etc., generate the observation as "Suspicious-user". The Criticality Factor(CF) of the observation is the summation of the suspicion factors of behaviors exhibited by the client, which is given by;
Where the CFO, is the criticality factor of jth observation, which is computed using suspicion factors of q number of observed behaviors.
Beliefs
Primarily the "beliefs represents information about the world or an entity, perceptions received from the external world and execution of events update the beliefs [5] ". The observations made on various behaviors will be deduced into beliefs. There exists pre-established relationships between observations and beliefs, these relationships are of types "one-to-one, one-to-many and many-to-many". The Certainty Factor for a Belief(CFB) is a function ofweighted sum of the criticality factors of the observations generated, given by; 2. Reasoning about those perceptions using existing knowledge; and 3. Acting to make a reasoned change to the external or internal environment. In the proposed scheme, we made use of both static and mobile CAs.
Databases used
The following databases are used by various components of TBAS, during transaction authentication. 1. Authentication database: This database, at SCA side, is used to perform required authentication based on the sensitivity level of the transaction, it stores, "Authentication data set for each transaction level, account information, and some distinguishable physical attributes for critical transactions." 2. Beliefs database: This database, at SCA side stores, the beliefs along with established empirical values on required transaction parameters. The individual record is known as "Belief record" of a client. 3. Transaction Log: This database at SCA side maintains the detailed log of all the transactions conducted by the client of the system. 4. Observations storage: This is the temporary data storage available with MCA, for storing previously generated observations during the session. The content of this storage is used by Belief Formulator of MCA and Belief Analyzer of SCA. The proposed TBAS deploys MCA at the client-side and SCA at the authentication server side. The MCAs gathers behaviors of the clients during every transactions execution, forms beliefs and send them to SCA for belief analysis and suitable authentication actions. In this section we explain the proposed categorization of mobile transactions and authentication data requirements, followed by the roles of MCA and SCA along with brief functioning of TBAS components and their algorithms.
Classification of mobile transactions
We classify the mobile transactions based on the degree of severity of information they handle, into four classes as shown in Table 1 . For categorizing the transactions into various levels, it is essential to consider all the direct and indirect consequences laid out in the definitions of the levels[1 1]. The authentication services are need to consider the terms minor, significant and substantial in the context of the clients likely to be effected by misapplication of transactions. For example, ifmisappropriation of a service might result in risk to the clients personal safety, then the service must be allocated to level 3, even if potential financial loss or other consequences are minimal.
The TBAS
The TBAS architecture is shown in Fig. 1 The belief formulation component of MCA collects various temporal and symptomatic behavior parameters from the client transactions, and computes transaction time behaviors ofthe client and generates the observations. The beliefs are deduced based on the new observations and available observations from Observations Storage. The working of BeliefFormulator is given in Algorithm 2.
SCA
The SCA co-ordinates the functioning of all the components at the authentication server, it is responsible for migrating MCA to client side and carrying out communications with MCA. Upon receiving the beliefs and transaction details from MCA, the SCA submits them to Belief Analyzer and Transaction Classifier respectively. The results obtained from these modules are passed onto Action Planner for suitable authentication actions. The SCA also fetches the observations from MCA, on request from Belief Analyzer. The functioning of SCA is given in Algorithm 3.
Belief Analyzer
It accepts beliefs from SCA and correlates them with established beliefs, in order to identify the amount of deviation. Based on the value of deviation factor, the Belief Analyzer produces three types of opinions on client nature, they are: NORMAL-CLIENT, SUSPICIOUS-CLIENT and ABNORMAL-CLIENT. The BeliefAnalyzer may also generate new beliefs to support belief analysis, especially when end if Pass TSL to SCA. End wise, the action planner decides its future actions based on the value of client nature; as given in Algorithm 6.
Challenge Generator
This module is responsible for generating authentication challenges and counteracting challenges for attacks during transaction execution. The challenge generator uses the information stored in "Authentication database, Beliefs database and Transaction Log", to reason out the challenge question. The algorithm 7, shows the working of challenge generator and the Table 2 shows some of the sample challenges. Instruct Challenge Generator to perform initial authentication data of that TSL. 8: else if Client-nature is NORVIAL then 9:
Execute transaction T. 10: else if Client-nature is SUSPICIOUS then 11:
Instruct Challenge Generator to get the next authentication data of that TSL. 12: else if Client-nature is ABNORM:AL then 13:
Instruct Challenge Generator to create transaction-based challenges. 14: end if 15: if The response from Challenge Generator is "Success" then 16:
Execute transaction T. 
Creation of Cognitive Agents
The Agent Factory System(AFS) environment is used for creating cognitive agents, the AFS which is FIPA compliance, supports the belief modeling for the agent and implements agents communication through Agent Communication Languages (ACLs). The SCA and MCA are created with necessary datastructures and programs. The predicate based datastructure is used for representing the beliefs. For the simulation purpose, the belief database is created based on three parameters; delay between transactions, transaction value and transaction location. The belief formula used to represent individual belief of agent is given by; (p-belief tl ...
., tn), where p-beliefis the predicate used to claim a value for a particular belief and t1 to tn are terms, which are literals and variables used to represent various observations on which the belief will be reasoned. challenges and transaction based challenges have been generated over the changes in sensitivity levels of transactions and client behaviors. In our attack model, we have injected the attack traffic into the stream of mobile transactions, by interrupting the session, intercepting and modifying the transactions; by varying the values of temporal and symptomatic parameters of transactions.
Results and discussion
To show the working of proposed system, consider the belief records of client 1 and 5: which are: (1, Quickdecider, Lavish, Out-of-home) and (5, Slow-thinker, Poorspender, Roamer) respectively. Based on the values of the temporal and symptomatic parameters acquired during transaction execution, the MCA produces various observations like: normalcy, urgency, slowness, lavishness, moderateness, poorness, Out-of-country, Out-of-home, Insidehome, etc.. The transactions from the client 1 and 5 are generated randomly, with varied sensitivity levels and suspicions. The generated authentication levels for client 1 and client 5 are shown in Fig. 2(a) and Fig. 2(b) respectively.
The Fig. 3(a) , shows the results on generation of challenges for TSL(3) transactions by TBAS. It is observed that the genuine customers faced negligible number of challenges compared to masqueraders. The result of TSL(1) authentication shown in Fig. 3(b) , which can be analyzed by the following factors; the number of genuine TSL(1) transactions authenticated without any transaction based challenges is significantly higher compared to the number of transactions authenticated with challenges. The number of genuine transactions not authenticated by the system is absolutely minimum, which shows the reduction in rate of false positives.
Consider a modification attack on client no. 1 and 5. During modification attack, the attacker will be modifying the content of the message transmitted from client to server. This process of blocking the client message at some intermediate point and later modifying it, will add additional delay between two successive transactions. This scenario has
Simulation Procedure
For the simulation purpose we considered a mobile service, which has 30 different transactions distributed among various authentication levels, ranging from noauthentication to physical attribute authentication. The belief database is established for 100 mobile clients who are using the given mobile service. The authentication database is created with all the necessary attributes. The normal mobile transaction scenario between mobile client and the authentication server has been simulated first, in which the mobile client connects to SCA through MCA for transaction executions. In the normal scenario the authentication Fig. 3(c) , shows, the transactions session has 50 number of transactions from each clients. For the given test data the client 1 is shown as attacked, whereas the client 5 is shown as not attacked. The reason is by belief the client 1 is Quick decider, his/her transactions will not be delayed much. But the client 5 is Slow-decider, he/she spends more time between two transactions. Therefore the client 1 is declared as "Not-authenticated" and client 5 as "Authenticated". The plots in the Figure 4 (a) and (b), shows various transaction flows from group of clients. The attack traffic is introduced into flow with different percentages. The attack traffic is modeled by increasing the percentage of suspicion factor, which is calculated based on the delay between two successive transactions in a session. As a result of increase in percentage of attack traffic, more and more transactions enters into suspicion range. The attack is confirmed by the agent, only after the the certainty factor reaches 0.9.
Conclusion
The proposed TBAS using cognitive agents, is a new thinking towards dynamically and intelligently authenticating the mobile client based on transactions and transaction time behaviors. The scheme is dynamic by changing authentication requirements based on the sensitivity of transactions and intelligent due to use of cognitive agents; which will quickly identify the chances of attacks using belief modeling based on behaviors. We strongly feel that the rational approach towards authentication will address many of the existing weaknesses of conventional approaches of authentication. 
